Firewall Configuration

Have I.T. Vendor coordinate with Covenant I.T. for the following steps. This will require a minor
downtime while the switch is being made.

1.) Re-route firewall to new Covenant peer IP address.

2.) Add 10.70.0.0/16 and 10.80.0.0/16 networks to the tunnel.

Citrix Workspace Installation Steps

1.) Go to https://www.citrix.com/downlaods/workspace-app/ and click 'Citrix Workspace app 1812 for
Windows'".
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2.) On the next page, click 'Download Citrix Workspace app for Windows and then click 'Run' at the
bottom of the screen:
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3.) Once the download finishes, the 'Citrix Workspace' installation window opens. Click 'Start":
@ Citrix Workspace x

Welcome to Citrix Workspace

Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser,

Wor‘kspace - Allow applications access to your webecam and

microphone.

- Allow applications to use your location,

- Allow access to local applications autharized by your
company.

- Save your credential to log on autamatically.

Click Start to set up and install Citrix Workspace app on
your computer,

CiTRIX

Start Cancel

4.) Accept the License Agreement and click 'Install":
@ Citrix Workspace *

License Agreement

You must accept the license agreement below to proceed.

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service
coveting the Citrix product(s) and/or service(s) with which you will be using
this component. This component is licensed for use only with such Citrix
product(s) and/or service{s).

CTX_code EP_R_A1035277%

| accept the license agreement

Install Cancel




5.) Click 'Finish':
@ Citrix Workspace =

CITRIX

J Installation successful

Click on Finizsh to begin using Citrix Workspace

Finish

6.) Double-click the blue 'Citrix Receiver' icon on your desktop:

7.) On the 'Add Account' screen, type 'affiliatecitrix.chs-mi.com' and check the box 'Do not show this

window automatically at the logon. Then click 'Add":
(@ Citrix Workspace x

Add Account

Enter your work email or server address provided
by your IT department:

|af'filiatecitrix.chs-mi.com |

Do not show this window automatically at logan.

Add Close




8.) 'User name:'is your P or T number and 'Password:' is your epic password:
@ Citrc Workspace e

Add Account

(@ Citrix Workspace x

User name: |e91‘\22

Password: iuuouu|

ﬂ Secure connection

Do not show this window automatically at logon.

Click 'Log On'. (You MIGHT have to type in your User name/Password twice.

9.) On the Citrix StoreFront window, you will see the FAVORITES tab, APPS tab and your name in the
top ribbon:
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10.) Click the APPS tab, then click 'Details' next to Hyperspace Production Explicit:
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11.) Click 'Add To Favorites' then click 'Open:
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Only perform these steps AFTER you install

Citrix Workspace.

Epic Workstation ID Registry Setting

Each workstation that uses Epic has a Workstation ID. This ID is unique for every computer and

mapped to a record that designates multiple Epic settings, including printing. This Citrix

upgrade requires modification of the Windows Registry to input the Epic Workstation ID.

You may already know your Epic Workstation ID. If you do not know your Epic Workstation

ID, follow these steps to find it:

1.)Click the 'Epic' drop-down menu in the top left-hand corner. Scroll down to 'Help' and on the

next menu click '"About Hyperspace':
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2.) Take note of the ID, you will use this to modify the Windows Registry with the same name:

- Client version: Hyperspace 2017

Server version: Epic 2017
Environment: Covenant Michigan - Production

- \Website: https:/lepichswebprd.intra.chs-mi.com/HS5Web PRD
Waorkstation 1D: YOURWORKSTATIONID

Server process |D: 63374220 Care |
Process private global: Y|Eprivate Connected bv =
Active workspace kind: HOME

Active activity descriptor: 1B_MAIN

Important Notice Regarding Use of This Software

[Thiz sofiware is intended solely for use by competent healthcare professionals applying their medical skill, intellect
and experience to make all judgments and decisions that affect patient health, This software and the data
contained therein should not be used either as a substitute for the independent medical decisions of competent
healthcare professionals or as the primary basis for monitering or alerting health care professienals asto a
patient’s condition, course of treatment, diagnosis or prognosis. This software and the data contained therein
lshould not be used in any manner that is not expressly described in the manuals provided by Epic with respect to
the applicable software. All users of this software must implement tested and reliable processes for ensuring
competent human decision-making in all actions impacting patient health or safety and must practice them at all
times.

& 1979-201% Epic Systems Corporation. All rights reserved.

Frotected by ULS. patents. For details visit www epic.comipatents

Additional copyrightz apply. CPT#, copyright AR A, SROMED CTE copyright IHTSOO.

Thiz computer pragram iz protected by copyright law and international treatics, Unautharized repraduction or distribution of thiz pragram, or any partion
of it, may rezult in zevere civil and criminal penalitics, and will be prosecuted ta the maximum-cxtent possible under the lav.

Motwithstanding any other license agreement that may perkain to, or accompany the delivery of, thiz ibem and itz contents, the rights of the Government
regarding itz use, reproduction, and dizclosure are ag sek forthin the Epic License and Support Agreement incorporabed inte Contract Mo, hedical
Appeintment Scheduling System VA115-15-0-0123,

About Windows___ | BExtended Info ==

3.)Once you know the Workstation ID your computer is using, the next step is to open the Windows
Registry.

¢ Click the Start Menu E button in the bottom left-hand corner of your screen.



e Type regedit' and click the Enter key on your keyboard:
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e Once the Registry Editor is open, click the arrows to expand HKEY LOCAL MACHINE
SOFTWARE - WOW6432Node - Citrix - ICA Client - Engine - Lockdown Profiles - All Regions
- Lockdown. Then, click 'Client Engine'.
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* Next, double-click 'ClientName' in the right-pane and enter the Workstation ID you noted in Step

Favorites Help
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